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Introduction

Radio Frequency Identification (RFID) is a method of identifying and trgekijects using
electromagnetic (EM) waves. Although the primary use of RFID today is to track|Bgard allow

quick purchases of goofM], researchers havgegun investigating the feasibility of using RFID to
monitor human activity{9]. However, nany people have expressed concern over the use of RFID as a
tracking technology becausé privacy and security issu¢3] [8] [12].

One problem with RFID is that it is difficufior

anindividual to know when he/she is near an

RFID readerWe are interested in studying

whethergiven this simple, ubiguitous, yet

invisible technologyit is possible to increase
peopleds awareness of RFI D
Specifically, weoOndigg i ntere
how often people encounter RFID readers

compared to how often they think they

encounter readers, and whether awareness of

RFID readers affects behavidris is an

important question because one day RFID

readersmaybe used to track people, and peopl
shouldndét be tknavedged wit ho

Figure 1 Photo of the RFID Scanner

To begin answering our hypothesige built and evaluated an RFID Scan(iégure 1)which detects

when RFID readers are nearby and logs when users are near RFID rBaisigraper describes the

design andmplementation of the RFID Scanner, presents benchmarks in controlled environments to
indicate performance, analyzes two field studies conducted to test the scanner, and discusses possible
sources of error of the RFID Scanner.

Background and Related Work

As mentioned earlier, RFID israethod for identifying objectand is used much like barcodes are used
today. Much like barcodes, RFID consists of a tag (the barcode) and an RFID reader (the laser scanner).
The primary differences between barcodes and Riféthat RFID tags can be scanned from a distance

and RFID does not requirerdct line of sight to detect. For example, while scanning a barcode on a ticket
would require a person to take out a ticket and present the barcode to the scanner, withvBRHtCbé

enough to just have a person walk by an RFID reader.

Nowadays, there are many different RFID tags which operate in slightly different ways, but the basic
principle is still the sameRFID readers are constantly sending out EM waves (the anephtod
frequency of these waves depends on the reader).
RFID tag converts the EM wave into a current which powlegsag enough to send data which it has

stored on its chip (usually a unique identfiback to the RFID reader.

! The distance at which RFID tags can be read depends both on the reader and tag, and can range froma few inches
to several hundred feet.



Although RFID technology has been around for
overfour decades]3], RFID tags have recently
become inexpensive and small endutyto justify
as a means of trackiigrge quantities of items.
Currently RFID tags are embedded in a variety of
items such as credit car@iSigure 2)and
passportsf]. The recent ubiquity of RFID tags
combined with concerns over the monitoring
capabilities of RFID tags have led to the
development of several methods to protect against
Figure 2 Credit card with PayPass, an RFID technology RFID technologyFor exampleRFID tags can be
disabled by encasing them in a metalseand
several such mkets have been develop&ksearchers have also developed more sophisticated
techniques to protect against unauthorized RFID rggjds Ot her technigqgues such
have also been developEkf]. Also, instructions aravaiable online for how to build simple electronics
which light up when in close proximity to readgt$]. While our implementation follows the same basic
designasthosein[1j,hes e devi ces withRFDt |
readers over timeAlso, nobody has ever studied how awareness of RF
affects behavior, which is the chief goal of our stuegally, several
encryption protocols have been developed to protect against identity t

[10.

Even though RFID tags are fairly ubiguitous, gnevalence of RFID
readers is umown, since there is no formal method for registering RFI
readers. Howevethe RFID ecosystem in the Paul Allen Center simulat
a situation where both RFID tags and RFID readers are ubiquighus
Furthermore, becaudkese readers have an unassuming form (a white
box), and are attached to the ceiling, they are difficult for a person to
identify unless he/she has been explicitly informed about the redtiers.
RFID ecosystem provides the perfect environmestxfmlore nethods of  Figure 3 RFID readers are hard

preserving or controlling RFID privacy. to find. Hallway in Paul Allen
center, RFID readers are circled

in white.
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Problem Constraints

We considered several constraints when designing the RFID Scanner, some of which we achieved in our
first implementation, others of which we hope to achieve in future implementatiststie RFID

Scanner must be able detect RFID Readers. We limited ourselves to detecting readers which operated

in the 900 MHZ frequency range because this is the type of reader used in the RFID ecosystem. Second,
our device must have a small form tiacto allow people to conveniently caityThird, the device

should have a long battery life. We hope to user studies with this devicand users should be able to

carry the device for up to a week without having to replace or recharge the hdtteaiys users should

2 RFID tags when bought in bulk cost $.184 per tag on righttag.com
(http:/Imww .righttag.convbuyrfid/indexphp?main_page=inde x&cPath=8)
% Something about microscopic RFID tags here

a



be able to review their RFI D dat a,
of data.We designed the RFID Scanner with these constraints in mind.

Design and Implementation
Vo

in WISP

Antenna RIS —_— 2 KOhm

\

Figure 4 Circuit that detectsthe RF signal. The voltageic t he 900 MHZ

System Description

so the device

The RFID Scanner consists of two components: a

circuit that converts EM waves oscillating at 900

MHZ into a voltage (Figurd), and a voltage logger.

Insteadof tuning a circuito get the most power from
readers, we used

measured across the resistor, VO is ground voltage, V1 WISP tag [1] which was already tuned to 900 MHZ

measured voltage.

to get the voltage reading. We then logged the

voltage harnessed by the WISP tag by using VO as

VO

WISP Tag Logomatic 1.0 = S\

V1

Figure 5 Components of the RF Scanner. The WISP ta
captures the radio waves, and thedgomatic measures th
captured voltage.

Device Specifications

Dimensions: The current prototype is 2.1 inches wide, 3.3 inches
long, and 1.5 inches tall, making it roughly the size of a modern
phone.

Device Lifetime: The lifetime of the RFID Scanner is dictated by
the battery powering the Logomatic. The maximum current draw
the Logomatic is 80 mA7]. Assuming a mean lifetimef 2890

mAh for AA batteriesthe RFID Scanner would last 36 hours
before turning off. This how
optimizations such as turning the logger off when there is no
voltage presentWe hope to increase the battery lifetime of the
device for future experiments.

ground and V1 asur voltage (Figur®). To log our
Voltage Logger data, we used a Logomalfic0 set at a read rate of 10
Hz which gored voltage readings to an SD card 10
times a second. We then wrote a program to detect
[SDCard | peaks in the voltage data which indicated that an
RFID reader was nearby.

consider

Measuring Distance:The distance at which the RFID Scanner ci Figure 6 The RFID scanner is roughly

detect a reader depends largely on the power of the RFID reade

For the readers in the RFID Ecosystem (powered at 30 dbms), the

the size of a modern cell phone



RFID Scanner was able to detesignificant voltage difference up to i€et.

Frequency Range:Our current RFID Scanner prototype only detects readers which operate at or near the
900 MHZ frequency range, however in the future we hope to add different astenmeasure different
frequencies.

Gathering Data
Given this implementation, our method for gathering was the
following:

1. Putanempty SD card into the RFID Scanner.

2. Collect data.

3. Load data onto a computer and euprogram to pull
out peaks from the data (peaks indicate RFIDgeadre
nearby).

In the future we plan to use a method that detects readers in
realtime.

Benchmarks

We measured the effectiveness of the RFID Scanner according
to two criteria: how faaway it could detect readers (signal
strength at different distances), and given that a reader was in
range, how often the scanner would detect a reader (detection
performance).

Figure 7 Reader used to measure detection
different distances.

Signal Strength at Different Distances

To measure how far away the RFID Scarowuld reliably detect RFID readers, we set up a reader at
waist level(Figure 7) and moved the RFID Scanmerarthe readetwo times (so the scanner should
output two read events)he plane of the RFID Scanner was perpendicular to the plane of des. &
tested the RFID Scanner at distances of 1, 2, 5 and 10 feet.

The resulting data fronése measurements is in FigureA8 expected, there is a significant drop in the
induced voltage as ditce from the reader increasebe RFID Scanner becomiess reliablebeyond

ten feetAt five feet, noise from another device interfered with tlearsner and it detected three reads
instead of twoAt tenfeet, the second peak was too noisy for our algorithm to detect, and at 15 and 20
feet the amplitude of the voltage is too low to distinguish from noise. In fact, the noise introduced at 20
feet mos likely caused two false positive detectioviée need to run more trials at these different
distances before we can make any publishable conclusions at these distances.
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Figure 8 Voltages measured by the RFID Scanner at different distances. The red vertical red lines indicate where our
program detected a reader. In each experiment, we moved the RFID Scanner twice across the RFID Readérich
should result in two voltage peaks

From this data, we can conclude that the RFID Scanner can detect RFID readers well at distances of up to

two feet, and that more experiments need to be run in order to determine whether the RFIDc&oanner

be used to reliably detect readers at five andieetnAt 15 and 20 feet it is unlikely that our current

prototype will be able to detect readers because the magnitude of induced voltage is too low, introducing
too much noise and too many false positives.

No Readers

Reader Detection Performance
We evaluated how wWiehe RFID Scanner detected a
reader given that it was in range by walking past a
known number of readers in the Paul Allen center and
comparing the number of detected readers to the true
numberpassedThe readers were positioned near the
ceiling of a haliway, facing downward (Figure 8Ye
considered several possible configurations of the RFID
| Scanner to determine which configuration should be

. o . A used in future user studies with this device. Sjuedif,

fime (tenths of a second) we considered when the reader was held above the head

(~6 ft from the ground, ~2 ft away from the reader),
when the reader was held at waist level(~3 ft from the

ground, ~5 ft from the reader), and when the reader was

millivolts
15

10

05
|

00

Figure 9 RFID Scanner data when near no reader:



held at waist level and undelothing. For these experiments the plane of the RFID Scanner was parallel
to the plane of the readdn.each situation we collected voltage readings and ran our results through our
detection algorithm, which output timestamps of read events (indicatesdiines in the graph).

No Readers
. GRig The RFID Scanner measured almost no voltage when no
N readers were presefffigure 9. Although there is about
g G 2 mv of noise in this data, this is negligible and
Ly FIT 58 1 accordingly ourlgorithm did not detect any reasents.

< Six Readers, Held High
4 e As expected, voltage peaks are very distinct and are most
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Six Readers, Waist Level

While six peaks are visibfigure 1)}, they ardess
pronounced than when the readers are held up high. As a
result, our algorithm was only able to detect four of the

Figure 10RFID Scanner data passing by six readers
when held near the reader.

— six readers. There are two possible reasons for this. First,
the signal from the RFID reader is weaker at waist level
q d than when near theader. Second, organic material may
8 s A cause interference. We plan to run experiments in the
05; : ° of future todeterminethe cause dthis increase.
o o i Sy ol
E o 1w Tl e Six Readers, Under Shirt
=& = 8" :?ogo s .20 Measured voltage whethe scanner under clothing is
) R A 1 I very noisy(Figure 12) and it is difficult to identify six
] 5;@ B g |4 58| peaks. Our algorithm was only able to identify two
ol - @ | % readers here. While the amount of noise may vary with

' ' [ ' the material type, the data will likely be too noisy and too

i j;e e msez:d) e low in amplitude to detect readers in the future.

From this data we can conclude that the RFID Scanner
performs best when it is held near RFID readers with no
obstruction. More experiments are needed to provide
conclusive evidence, however preliminaryadmdicates

that detection rate decreases significantly when the RFID Scanner is held in situations more similar to
what we will have in future user studies, indicating that we need to improve our detection algorithm if we
are to have reliable resultsrfihe study.

Figure 11 RFID Scanner data when passing 6
readers at waist level.



Field Studies

We ran two field studieat the University of Washington
and at Green Lakio see if there are any readers that
operate in the 900 MHZ ranggher than in the Paul
Allen Center.

At the University of Washington, the author séakin

the Paul Allen Center and walkedound campus (Figure
13). The experiment lasted for about seven minutes.
Except for RFID detection events at the beginning of h
trip (at the Paul Allen
find any additional readersidhe trip.

millivolts

Orbiter Seattle had allegedly set up RFID readers arot
Greenlake, and although the RFID Readers in this
experiment wereet to a frequency other than 900 MHZ
we were curious to see whether the RFtfargher would

100

80

detect anything. As expectdtie RFID Scanner did not detec

any read events

We expect the RFID scanner will not detect other RFII
readers like those used fafPass because these short
range readers operate at a different frequency.

This data seems to indic
readers in the 900 MHZ frequency range present outsi
the Paul Allen center. However, this does not mean th:
readers of othefrequency levels are not present. In the
future we plan to have muttiple inductors to detect
readers of multiple frequency levels. Also, just becaust
readers at 900 MHZ areno
they wondt be prevalent
Scanner may still be of use later on.

millivolts

Sources of Error

significant noise in the RF signal and create false positive
detection. The most common source of error is due to cell

400 600 800

200

6 Under Shirt
o
i &°
3
- ol o o
o
o
°© Be
= = &
o
ol o ?
o %
o o o
%% = & ooo o |°
o 0 L > ©
o, ‘ < & 3o o %542
o o% ° o © Sy
% @ & 2 o oo @ S
o % %Oo%% 2 o
Bo o8, o 953240
& ‘o (<3 o
@ & ié%@@ @ g;(%
@ CamwEn

50

100

time (tenths of a second)

Figure 12 RFID Scanner data when passing
six readers with the scanneunder clothing.
Notice the noise introduced.

Around University of Washington

iwe
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Figure 13 RFID read events around campus. Thi

There are many possible sources of error which may caust only readers detected are those which were pa
of the RFID Ecosystem (left the building at abou

T
2000

100 seconds)

3000

phones. Fortunately, only waves oscillating at 900 MHZ can interfere with #i2 &fanner, so only a

certain type of cell phone can cause noise. Specffically, Verizon cell phones present significant noise

when heldess than an inch from the RFID Scanner.
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We compared the power generated by a Verizon cell
phone to the power generdtey RFID Readers at
different distances to determine how much noise a cell
phone could generate (Figure) 14hen held less than
one inch from a cell phone, the RFID Scanner induced
power roughly equivalent to what it induces when two
feet away from theeiader.

While the induced current dissipates very quickly with
distance, it is possible to generate false positives if the
RFID Scanner is near a cell phone. Therefore, in our
user studies we should make sure that the RFID Scanner
is not worn near a celhpne.

Additionally, this data indicates that standing two feet

away from an RFID Reader is roughly equivalent to
Figure 14 Radiation power of RFID Reader two feet

away compared to power of cell phone one inch awa ] o ) o
While this is not enough evidence for a scientific

conclusion, if it does turn out that radiation from cell phones is harmful to humans, people should be
careful to stay at least two feet away from RFID readers powered at 30 dbrnrettftigeirs the Paul Allen
Center).

Future Work

holding a cellphone lessthanaoih f r om oneds

b

Thereare two primary directorghichwe 6 r e i nterested nn FREixrpatndiwmgdod hle

improve tke technology of the RFID Scanner Second, wedre interested in

mental models of RFID (and other tracking technologies) matchoftewpeople encounter RFID tags
whether awareness of RFID Readers alters behavior, and how we can develop applicatiogs to notif
peopleof when they are being tracked.

While our first iteration does manage to detect RFID readers, there are many possibilities for
improvement. In our next iteration we plan on completely redesigning the RFID scanner to have it
transmit voltage readsa Bluetooth to a cell phone which can process dathgive users redime

feedback. Another option would simply be to implant an RFID tag into a cell phone and note when the
RFID tag would be powered. We also plan on including optimizations to impadtery life such as

only powering the logger when it detects a voltage

The engineering improvements mentioned above will enable us to run user studies to study the potential
usefulness of increasing awareness of tracking technologies. We hope toulirstgage user study
which evaluates the utility of increasing RFI D
RFID readers in the Paul Allen Center and observing iffhow knowledge of proximity to RFID Readers
changes behavior. We hope te dise results of this study to inform the design of applications which

u

ay

increase peoplesd awareness of tracking technol og



