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Introduction  
Radio Frequency Identification (RFID) is a method of identifying and tracking objects using 

electromagnetic (EM) waves. Although the primary use of RFID today is to track items [6] and allow 

quick purchases of goods [4], researchers have begun investigating the feasibility of using RFID to 

monitor human activity [9]. However, many people have expressed concern over the use of RFID as a 

tracking technology because of privacy and security issues [3] [8] [12]. 

One problem with RFID is that it is difficult for 

an individual to know when he/she is near an 

RFID reader. We are interested in studying 

whether given this simple, ubiquitous, yet 

invisible technology, it is possible to increase 

peopleôs awareness of RFID Readers. 

Specifically, weôre interesting in understanding 

how often people encounter RFID readers 

compared to how often they think they 

encounter readers, and whether awareness of 

RFID readers affects behavior. This is an 

important question because one day RFID 

readers may be used to track people, and people 

shouldnôt be tracked without their knowledge.  

To begin answering our hypothesis, we built and evaluated an RFID Scanner (Figure 1) which detects 

when RFID readers are nearby and logs when users are near RFID readers. This paper describes the 

design and implementation of the RFID Scanner, presents benchmarks in controlled environments to 

indicate performance, analyzes two field studies conducted to test the scanner, and discusses possible 

sources of error of the RFID Scanner. 

Background and Related Work 
As mentioned earlier, RFID is a method for identifying objects and is used much like barcodes are used 

today. Much like barcodes, RFID consists of a tag (the barcode) and an RFID reader (the laser scanner). 

The primary differences between barcodes and RFID are that RFID tags can be scanned from a distance
1
, 

and RFID does not require direct line of sight to detect. For example, while scanning a barcode on a ticket 

would require a person to take out a ticket and present the barcode to the scanner, with RFID it would be 

enough to just have a person walk by an RFID reader.  

Nowadays, there are many different RFID tags which operate in slightly different ways, but the basic 

principle is still the same. RFID readers are constantly sending out EM waves (the amplitude and 

frequency of these waves depends on the reader). When itôs close enough to a reader, the antenna on the 

RFID tag converts the EM wave into a current which powers the tag enough to send data which it has 

stored on its chip (usually a unique identifier) back to the RFID reader.   

                                                                 
1
 The distance at which RFID tags can be read depends both on the reader and tag, and can range from a few inches 

to several hundred feet. 

Figure 1 Photo of the RFID Scanner 



Although RFID technology has been around for 

over four decades [13], RFID tags have recently 

become inexpensive and small enough
2
 
3
 to justify 

as a means of tracking large quantities of items. 

Currently RFID tags are embedded in a variety of 

items such as credit cards (Figure 2) and 

passports[2]. The recent ubiquity of RFID tags 

combined with concerns over the monitoring 

capabilities of RFID tags have led to the 

development of several methods to protect against 

RFID technology. For example, RFID tags can be 

disabled by encasing them in a metal sleeve, and 

several such pockets have been developed. Researchers have also developed more sophisticated 

techniques to protect against unauthorized RFID reads [5]. Other techniques such as ñRFID firewallsò 

have also been developed [13].  Also, instructions are available online for how to build simple electronics 

which light up when in close proximity to readers [11]. While our implementation follows the same basic 

design as those in [11], these devices donôt log encounters with RFID 

readers over time. Also, nobody has ever studied how awareness of RFID 

affects behavior, which is the chief goal of our study. Finally, several 

encryption protocols have been developed to protect against identity theft 

[10].  

Even though RFID tags are fairly ubiquitous, the prevalence of RFID 

readers is unknown, since there is no formal method for registering RFID 

readers. However, the RFID ecosystem in the Paul Allen Center simulates 

a situation where both RFID tags and RFID readers are ubiquitous[15]. 

Furthermore, because these readers have an unassuming form (a white 

box), and are attached to the ceiling, they are difficult for a person to 

identify unless he/she has been explicitly informed about the readers. The 

RFID ecosystem provides the perfect environment to explore methods of 

preserving or controlling RFID privacy.  

Problem Constraints 
We considered several constraints when designing the RFID Scanner, some of which we achieved in our 

first implementation, others of which we hope to achieve in future implementations. First, the RFID 

Scanner must be able to detect RFID Readers. We limited ourselves to detecting readers which operated 

in the 900 MHZ frequency range because this is the type of reader used in the RFID ecosystem. Second, 

our device must have a small form factor to allow people to conveniently carry it. Third, the device 

should have a long battery life. We hope to run user studies with this device, and users should be able to 

carry the device for up to a week without having to replace or recharge the batteries. Finally, users should 

                                                                 
2
 RFID tags when bought in bulk cost $.184 per tag on righttag.com 

(http://www.righttag.com/buyrfid/index.php?main_page=index&cPath=8). 
3
 Something about microscopic RFID tags here. 

Figure 2 Credit card with PayPass, an RFID technology. 

Figure 3 RFID readers are hard 

to find. Hallway in Paul Allen 

center, RFID readers are circled 

in white. 



be able to review their RFID data, so the device should have enough storage space to store a weekôs worth 

of data. We designed the RFID Scanner with these constraints in mind.  

Design and Implementation 
 

System Description 

 

The RFID Scanner consists of two components: a 

circuit that converts EM waves oscillating at 900 

MHZ into a voltage (Figure 4), and a voltage logger. 

Instead of tuning a circuit to get the most power from 

the 900MHZ readers, we used Intel Researchôs 

WISP tag [1] which was already tuned to 900 MHZ 

to get the voltage reading. We then logged the 

voltage harnessed by the WISP tag by using V0 as 

ground and V1 as our voltage (Figure 5). To log our 

data, we used a Logomatic 1.0 set at a read rate of 10 

Hz which stored voltage readings to an SD card 10 

times a second.  We then wrote a program to detect 

peaks in the voltage data which indicated that an 

RFID reader was nearby.  

 

 

Device Specifications 

Dimensions: The current prototype is 2.1 inches wide, 3.3 inches 

long, and 1.5 inches tall, making it roughly the size of a modern cell 

phone. 

Device Lifetime: The lifetime of the RFID Scanner is dictated by 

the battery powering the Logomatic. The maximum current draw of 

the Logomatic is 80 mA [7]. Assuming a mean lifetime of 2890 

mAh for AA batteries, the RFID Scanner would last 36 hours 

before turning off. This however doesnôt consider possible 

optimizations such as turning the logger off when there is no 

voltage present.  We hope to increase the battery lifetime of the 

device for future experiments. 

 Measuring Distance: The distance at which the RFID Scanner can 

detect a reader depends largely on the power of the RFID reader. 

For the readers in the RFID Ecosystem (powered at 30 dbms), the 

Figure 4 Circuit that detects the RF signal. The voltage is 
measured across the resistor, V0 is ground voltage, V1 is 

measured voltage. 

Figure 5 Components of the RF Scanner. The WISP tag 

captures the radio waves, and the logomatic measures the 

captured voltage. 

Figure 6 The RFID scanner is roughly 

the size of a modern cell phone. 



RFID Scanner was able to detect a significant voltage difference up to 10 feet.   

Frequency Range: Our current RFID Scanner prototype only detects readers which operate at or near the 

900 MHZ frequency range, however in the future we hope to add different antennas to measure different 

frequencies. 

Gathering Data 

Given this implementation, our method for gathering was the 

following: 

1. Put an empty SD card into the RFID Scanner. 

2. Collect data. 

3. Load data onto a computer and run a program to pull 

out peaks from the data (peaks indicate RFID readers are 

nearby). 

In the future we plan to use a method that detects readers in 

real-time. 

Benchmarks 
We measured the effectiveness of the RFID Scanner according 

to two criteria: how far away it could detect readers (signal 

strength at different distances), and given that a reader was in 

range, how often the scanner would detect a reader (detection 

performance). 

Signal Strength at Different Distances 

To measure how far away the RFID Scanner could reliably detect RFID readers, we set up a reader at 

waist level (Figure 7), and moved the RFID Scanner near the reader two times (so the scanner should 

output two read events). The plane of the RFID Scanner was perpendicular to the plane of the reader. We 

tested the RFID Scanner at distances of 1, 2, 5 and 10 feet.  

The resulting data from these measurements is in Figure 8. As expected, there is a significant drop in the 

induced voltage as distance from the reader increases. The RFID Scanner becomes less reliable beyond 

ten feet. At five feet,  noise from another device interfered with the scanner and it detected three reads 

instead of two. At ten feet, the second peak was too noisy for our algorithm to detect, and at 15 and 20 

feet the amplitude of the voltage is too low to distinguish from noise. In fact, the noise introduced at 20 

feet most likely caused two false positive detections. We need to run more trials at these different 

distances before we can make any publishable conclusions at these distances.  

Figure 7 Reader used to measure detection at 

different distances. 



 

Figure 8 Voltages measured by the RFID Scanner at different distances. The red vertical red lines indicate where our 

program detected a reader. In each experiment, we moved the RFID Scanner twice across the RFID Reader, which 

should result in two voltage peaks. 

From this data, we can conclude that the RFID Scanner can detect RFID readers well at distances of up to 

two feet, and that more experiments need to be run in order to determine whether the RFID Scanner can 

be used to reliably detect readers at five and ten feet. At 15 and 20 feet it is unlikely that our current 

prototype will be able to detect readers because the magnitude of induced voltage is too low, introducing 

too much noise and too many false positives. 

Reader Detection Performance 

We evaluated how well the RFID Scanner detected a 

reader given that it was in range by walking past a 

known number of readers in the Paul Allen center and 

comparing the number of detected readers to the true 

number passed. The readers were positioned near the 

ceiling of a hallway, facing downward (Figure 3). We 

considered several possible configurations of the RFID 

Scanner to determine which configuration should be 

used in future user studies with this device. Specifically, 

we considered when the reader was held above the head 

(~6 ft from the ground, ~2 ft away from the reader), 

when the reader was held at waist level(~3 ft from the 

ground, ~5 ft from the reader), and when the reader was 

Figure 9 RFID Scanner data when near no readers. 



held at waist level and under clothing.  For these experiments the plane of the RFID Scanner was parallel 

to the plane of the reader. In each situation we collected voltage readings and ran our results through our 

detection algorithm, which output timestamps of read events (indicated by red lines in the graph).  

No Readers  

The RFID Scanner measured almost no voltage when no 

readers were present (Figure 9).  Although there is about 

2 mv of noise in this data, this is negligible and 

accordingly our algorithm did not detect any read events. 

Six Readers, Held High 

As expected, voltage peaks are very distinct and are most 

easily detected when the RFID Scanner is closest to the 

reader and has no obstructions (Figure 10). Here our 

algorithm was able to detect the six readers we passed by. 

 

 Six Readers, Waist Level  

While six peaks are visible (Figure 11), they are less 

pronounced than when the readers are held up high. As a 

result, our algorithm was only able to detect four of the 

six readers. There are two possible reasons for this. First, 

the signal from the RFID reader is weaker at waist level 

than when near the reader. Second, organic material may 

cause interference. We plan to run experiments in the 

future to determine the cause of this increase. 

Six Readers, Under Shirt 

Measured voltage when the scanner under clothing is 

very noisy (Figure 12), and it is difficult to identify six 

peaks. Our algorithm was only able to identify two 

readers here. While the amount of noise may vary with 

the material type, the data will likely be too noisy and too 

low in amplitude to detect readers in the future.  

 

From this data we can conclude that the RFID Scanner 

performs best when it is held near RFID readers with no 

obstruction. More experiments are needed to provide 

conclusive evidence, however preliminary data indicates 

that  detection rate decreases significantly when the RFID Scanner is held in situations more similar to 

what we will have in future user studies, indicating that we need to improve our detection algorithm if we 

are to have reliable results for the study. 

Figure 10 RFID Scanner data passing by six readers 

when held near the reader. 

Figure 11 RFID Scanner data when passing 6 

readers at waist level. 



Field Studies 
We ran two field studies at the University of Washington 

and at Green Lake to see if there are any readers that 

operate in the 900 MHZ range other than in the Paul 

Allen Center. 

 At the University of Washington, the author started in 

the Paul Allen Center and walked around campus (Figure 

13). The experiment lasted for about seven minutes. 

Except for RFID detection events at the beginning of her 

trip (at the Paul Allen Center), the RFID Scanner didnôt 

find any additional readers on the trip.  

Orbiter Seattle had allegedly set up RFID readers around 

Greenlake, and although the RFID Readers in this 

experiment were set to a frequency other than 900 MHZ, 

we were curious to see whether the RFID Scanner would 

detect anything. As expected, the RFID Scanner did not detect 

any read events. 

 We expect the RFID scanner will not detect other RFID 

readers like those used for PayPass because these short 

range readers operate at a different frequency. 

This data seems to indicate that there arenôt yet many 

readers in the 900 MHZ frequency range present outside 

the Paul Allen center. However, this does not mean that 

readers of other frequency levels are not present. In the 

future we plan to have multiple inductors to detect 

readers of multiple frequency levels. Also, just because 

readers at 900 MHZ arenôt present now doesnôt mean 

they wonôt be prevalent in the future, so the RFID 

Scanner may still be of use later on. 

Sources of Error 
There are many possible sources of error which may cause 

significant noise in the RF signal and create false positive 

detection. The most common source of error is due to cell 

phones. Fortunately, only waves oscillating at 900 MHZ can interfere with the RFID Scanner, so only a 

certain type of cell phone can cause noise. Specifically, Verizon cell phones present significant noise 

when held less than an inch from the RFID Scanner.  

Figure 13 RFID read events around campus. The 

only readers detected are those which were part 

of the RFID Ecosystem (left the building at about 

100 seconds)  

Figure 12 RFID Scanner data when passing 

six readers with the scanner under clothing. 

Notice the noise introduced. 



We compared the power generated by a Verizon cell 

phone to the power generated by RFID Readers at 

different distances to determine how much noise a cell 

phone could generate (Figure 14). When held less than 

one inch from a cell phone, the RFID Scanner induced 

power roughly equivalent to what it induces when two 

feet away from the reader.  

While the induced current dissipates very quickly with 

distance, it is possible to generate false positives if the 

RFID Scanner is near a cell phone. Therefore, in our 

user studies we should make sure that the RFID Scanner 

is not worn near a cell phone.  

Additionally, this data indicates that standing two feet 

away from an RFID Reader is roughly equivalent to 

holding a cell phone less than an inch from oneôs body. 

While this is not enough evidence for a scientific 

conclusion, if it does turn out that radiation from cell phones is harmful to humans, people should be 

careful to stay at least two feet away from RFID readers powered at 30 dbms (the setting in the Paul Allen 

Center).  

Future Work  
There are two primary directions which weôre interested in expanding the research in. First, weôd like to 

improve the technology of the RFID Scanner. Second, weôre interested in understanding whether peopleôs 

mental models of RFID (and other tracking technologies) match how often people encounter RFID tags, 

whether awareness of RFID Readers alters behavior, and how we can develop applications to notify 

people of when they are being tracked. 

While our first iteration does manage to detect RFID readers, there are many possibilities for 

improvement. In our next iteration we plan on completely redesigning the RFID scanner to have it 

transmit voltage reads via Bluetooth to a cell phone which can process data and give users real-time 

feedback. Another option would simply be to implant an RFID tag into a cell phone and note when the 

RFID tag would be powered.  We also plan on including optimizations to improve battery life such as 

only powering the logger when it detects a voltage. 

The engineering improvements mentioned above will enable us to run user studies to study the potential 

usefulness of increasing awareness of tracking technologies.  We hope to run a multi-stage user study 

which evaluates the utility of increasing RFID awareness by understanding peopleôs current awareness of 

RFID readers in the Paul Allen Center and observing if/how knowledge of proximity to RFID Readers 

changes behavior. We hope to use the results of this study to inform the design of applications which 

increase peoplesô awareness of tracking technology. 

 

Figure 14 Radiation power of RFID Reader two feet 

away  compared to power of cell phone one inch away. 


